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COBPEMEHHbIE 3AJA4YN MO OBECTEHEHUIO
BE3OMNMACHOCTU

3awmTa npeanpusTUin OT COBPEMEHHBIX MOCTOSIHHO
YCNOXHSIOLMXCS YrPO3 HAKOrAa eLue He 6bina HacToNbKO
CNOXHOW. PacTyT TpeboBaHus k MHpacTpyKType,
BO3MOXHOCTSIM COEAMHEHWI, MPOU3BOAUTENBHOCTU. HoBble

1 pa3Hoobpa3sHble yrpo3bl BEAYT K YBE/TMUEHUIO KONMYeCTBa
npousBoauTeneii cpeacTs obecneveHns 6e3onacHocTy,
Crneumann3mpoBaHHbIX NMPOAYKTOB Y MOBbILLEHWIO CTEMNEHN
WHTerpaumm, 1 B TO Xe BpeMs oT IT-cneumanuctos Tpebyetcs
CHWXXaTb 3aTpaThbl U «CNOXHOCTb», C UMEIOLLUMUCS
annapaTHbIMW CPEeACTBaMM U peCypcaMu, BbIMONHATL 60sbLue
3afay. CoyeTaHve 3Tx TpeboBaHWii NPUBENO

K HeapheKT1BHBIM NOAX0AAM, KOTOPblE CTaHOBATCS BCe bonee
HeadEeKTUBHBIMM, JOPOTOCTOSILLMMMI U HEYCTOUUMBBLIMU.

B pesynbTaTe, opraHu3auum n IT-cneumanucTbl ULWyT Nydllee
peLleHne — To, KOTopoe siBNseTcs 6onee NpocTbiM, TMO6KUM

n obecrneunBaroT 3alMTy BCEro Npeanpusitis. 3To pelleHne,
no Mepe HeobXoANMOCTH, LOMKHO NMETbL BO3MOXXHOCTH
[106aBNEHUSI KPUTUYECKM BAXKHOM 3alLMThI B CETU UK

Ha KOHe‘-IHOI7I TO4YKe, He 6ecnokosicb 0 Npon3BOAUTENIbHOCTH,
[OCTYNMHOCTY UMY aBTOMaTM3aLUmMM 06HOBMEHMIA. DTO TaKkxke
03HAYaeT, YTO A€HbIM BKIaZIbIBAKOTCS TOJIbKO B Ty 3aLUUTY,
KoTOpasi BaM HeobxoanMa, 6e3 HeobxoanMOoCTM NpUBEYEHNS
elLLle 0HOro Npomn3BoANTENs CPeAcTB obecneveHns
6e30nacHoCTK, AoNoNHUTENBHOrO MO Ha KOHEYHOW TOYKE UK
CreumanMsnMpoBaHHOro YCTPOWCTBaA.

CHECK POINT 3D SECURITY

Check Point 3D Security nepeonpezensieT 6e30nacHoOCTb B BUae
3-MepHoro busHec-npotecca, 06beANHAOLLErO NOINTUKN,
NIOAEN 1 BbIMONHEHWe TpeboBaHWIM ANs HaAeXHON 3aLWTbl
BCEX YPOBHEN 6e30MacHOCTH, BK/tOYasi CETU, AaHHbIE

N KOHEYHbIE TOYKM. 115 AOCTUXXEHUS YPOBHS 3aLUMThI,
HeobxoanMoro B 21 Beke, 6€30MacHOCTb A0MKHa pacTu

3 COBOKYMHOCTMN Pa3pO3HEHHBIX TEXHOMOMMI K 3¢hEKTUBHOMY
6usHec-npoueccy. C nomolpbto 3D Security opraHnsaumm
Tenepb MOTyT peann3oBaTh niaH 6e30MacHOCTY, BbIXOASLLMIA
3a PaMKu TEXHOJIOIMK, YTO NO3BONAET obecneunTb
LIeNOCTHOCTb BCeW CUCTEMbl MHOPMaLIMOHHOWM 6e30MacHOCTy.

Check Point 3D Security no3sonseT opraHnsaumnsm
nepeocMbICINTL 6€30MacHOCTb NyTEM MHTErpaummn Tpex
U3MepPEHN, N306paxeHHbIX Ha PUCYHKE CHU3Y,

B 6M3Hec-npovecc.

APXUTEKTYPA CHECK POINT

«[MPOIrPAMMHBIE BJTIENAbI»

SABNASICH KIHOYEBLIM UHCTPYMEHTOM B CO3/J@HUM HacTosILLEN

3D Security, ApxutekTypa Check Point «[porpaMmmHble
6neiiabl» No3BOMSET KOMMAHUSM NMPUHYXAATb K BbIMOHEHMIO
nonuTMKM 6€30MacHOCTN, OAHOBPEMEHHO NOMorasi 06yunTb
3TWUM NOSIUTUKAM MNosib3oBaTenen. ApxmTekTypa «MporpaMMHble
6neiiabl» SBNSETCS NEPBOV U eAMHCTBEHHOW apXUTEKTYpOi
3alUmMThl, 0becneunBaroLLEel NOMHY, FTMBKYIO U ynpaBiseMyto
3aLMTy KOMMaHuin ntoboro pasmepa.

YTO TAKOE NPOIrPAMMHbBIV BITENA?
MporpaMMHbIi 6neiia — 3To NPUNoXeHVe Unv MoAy b

Mo obecrneyeHno 6e30MacHOCT, TaKo, CKaXKeM, Kak
MEXCETEBOM 3KPaH, BUPTyarbHas YacTHas ceTb (VPN), cuctema
npeaoTBpaLLeHns BTopxeHuii (IPS) nnm KOHTPOmb NPUIOXKEHUHN,
ﬂBﬂFIIOLLlMVICﬂ He3aBUCUMbIM, MOAY/TbHbIM N LLEHTPA/IN30BaHHO
ynpaensieMbIM. [porpamMMHble 6nelizibl N03BOSSOT
opraHu3aLysiM HacTpamBaTb KoHbUrypaumio 6e3onacHocTy,
OPUEHTMPOBAHHYHO Ha MPaBU/IbHOE COYETaHME 3aLuUThl

W KanuTanoBnoXxeHui. MporpamMMHble 6neiiabl MOXXHO BbICTPO
aKTMBMPOBATb M HACTPOUTb Ha I0OOM LLKO3E UM CUCTEME
yrpaBieHns NPOCTbIM LLEMYKOM Mbllun — 6e3 HeobxoanMMoCcTm
06HOBNIEHMS| 060PYA0BaHWS!, NPOLLMBKM UMK ipaiiBepoB. Mpu
HeobXx0AMMOCTY Pa3BUTUS 3aLLMTbI, JOMOHUTENbHbIE
MporpaMMHbie 61eiabl MOXHO IErkO aKTUBMPOBATDL AN
pacLunpeHust 6e30MacHOCTY B CYLLECTBYIOLLE KOHdUMypaLmm
Ha MMetoLLieMcst 060pyA0BaHNN.

MAKETbI BE3OMACHOCTHK

[ns pelueHuns pacTyLimx notpebHocTen B 061acTu
6e3onacHocTu, koMnaHusa Check Point npeanaraet nakeTbl
nporpamMMHbIx 6neiiaoB Next Generation Security,
«3aTOYEHHbIE» MOA KOHKPETHblE TpeboBaHMs 3aKa3uuka.
TexHonorum Threat Prevention, Data Protection, Web Security
1 Next Generation Firewall aBnsitoTca ocHoBaHMeM Ans
nnaHMpoBaHus HaaexHol 3D Security.

Check Point 3D Security

Monutnkmn, KoTopble
NnoaAep>KMBatoT
KopropaTMBHbIE MOTPEBHOCTH
1 npeobpasyoT 3almTy
B 6M3Hec-npouecc

be3onacHoCTb, kKoTopas
CcoAepXuUT nropen
B onpeaeneHny nomuTuku,
obyyeHnn n BOCCTaHOBMEHMM
nocne MHUMAEHTOB

BbinonHeHue Tpe6oBaHUM,
KOHCONMMAaUms M KOHTPOsIb
BCEX YPOBHEN 3alLUTbl — CETb,
[aHHble, NMPUTOXKEHNE, KOHTEHT
1 Monb30BaTeNb




PaclumpbTe CBOE pellieHne 6e30MacHOCTY OHNM LLENYKOM
MblLV. Jlerko gobaBnanTe HoBble MPOrPaMMHbIE Onerab
0e30MaCHOCTM, MCNOMb3YA TMOKYIO 1 YIOOHYIO KOHCOMb
yNpasneHna ot komnaHun Check Point.

NMPOrPAMMHbIE BNIENAbl CHECK POINT — OCHOBHbIE MPEMMYLLECTBA

® Jlyywasa sawura

MHOroypOBHEBOE peLLEHME 1 KOHCOMMAMPOBaHHas nnatdhopMa ANs 3aluThl NPEeanpUSTIAS UCMOMb3YET YHUKaNbHOE
COoYeTaHMe KOMMIEKCHOM 3aLUMTbl CETU U KOHEUHbIX TOYEK, B COYETaHMM C Hanbosnee NosHoW 3alMTol B 0Tpaciu
OT Yrpo3 BPeAOHOCHbIX NMPOrpamMM.

MpocroTta
Jlerkoe agMUHUCTpUpOBaHUE, obLuas rMBKOCTb M NPOCTas akTUBALMS 3alUMTbl YCTPAHSIET CNIOKHOCTH, YNpOoLLaeT
aKcnyaTaumio 1 ynpasneHune 6e30nacHoOCTbIO.

YnpaBnseMmocTb
AKTMBaLMS OAHUM LLETYKOM MbiLLK obecneunBaeT 6bICTpOe pa3BepTbiBaHme yciyr no obecneveHuto 6eonacHoOCTL.
LieHTpanu13oBaHHOE yrnpaB/ieH1e NporpaMMHbIMU 611eMAamMm NoBbILAET NPOU3BOANUTENILHOCTb M 3(dEKTUBHOCTb.

KomnnekcHoe cpeacrso o6ecneuenuns 6e3onacHOCTH
Ob6LwwupHas 6rubnmoTeka 13 6onee YeM TPUALATY NPOrpaMMHbIX 6/1eli10B 06eCreynBaeT HeNpeB30MAEHHYO
MHTErpaLmio KOMNOHEHTOB 3aLUMThbl, YTODbI HA BCEX YPOBHSIX CETU YUUTLIBANICS HEO6XOAUMBIN YpoBEHb 6€30MacHOCTY.

He6onbliag o6wiasn CTOMMOCTb BllaieHUA
ObecneynBaeT NyyLLyH 3aLLmMTY, PacLUMPSIEMOCTb U KOHCoNMAaaumo 060pyaoBaHust, Mpy OA4HOBPEMEHHOM CHUXKEHUM
obLer ctoumMocTy BnaaeHust 10 50 % no cpaBHEHUIO C TPAAULIMOHHBLIMU PELLEHUSAMU OT HECKOJTbKUX NMPOU3BOAUTENEN.

[ocTuxeHne MakCMMasibHOW NPOU3BOAUTENIbHOCTHU

OTOBHOCTb YCTPOWCTB K MOSIHOMY CNEKTPY NapaMeTpoB NPOM3BOAMTENBHOCTU: OT 190 MerabuT B cekyHAy

[0 1 TepabuTa B cekyHay. MIMeeTcst BO3MOXHOCTb 331€MCTBOBAThL PECYPChI, KOTOPbIE MAaKCMMasbHO YBENTMYMBAIOT
YPOBEHb 06CTy>XMBaHUS.

CHWKaeT yrnepoaHbie Bbi6pochl

MpefocTaBnseT 3KOHOMMIO SHEPrUU B COOTBETCTBUM C NOAX0AOM green IT, N03B0SIss KOHCONMAMPOBATL HECKOSbKO
CMneumanmM3MpoBaHHbIX PeLleHnin B paMKax AMHOr0 KOMMIEKCHOrO LU03a, KOTOPbIN 3aHMMaET MeHbLLE MecTa

B CTOMKE, MNO3BOJISIET SKOHOMUTb HA OXJTAXXAEHWM, KabesTbHOM CETU U NUTaHWUM.




MNMAKETbI MPOIrPAMMHbIX BJIENOB

KomnaHusi Check Point npeanaraet yeTbipe nakeTa NporpaMMHbIX 61€M10B B Ka4eCcTBe 3aKOHUYEHHOTO U KOHCOMMAMPOBAHHOIO
peLLeHuns no obecrneyeHnto 6e30MacHOCTH AJ1s COBPEMEHHbIX TpeboBaHWI creaytoLlero nokoneHus. BeibepuTe 0anH 13 YeTbipex
MakeToB NporpaMMHbIx 6rengos Next Generation, ncnonb3yembix Ha yctporictBax Check Point 2012 1 Ha OTKpPbITbIX CEpBEpaX.

Maker Next Generation

Firewall

MeHs0TCS TOMOOrms CeTU

1 JOCTyn K ceTn. BoT nostomy
YCTPOWCTBa ClieaytoLLero
nokoneHuns next generation
firewall BkntovaeT B cebs
nepeaoBble TEXHOIOMMK, TakMe Kak cucTeMa
npefoTBpaLleHns BTopxeHui (IPS), pacrio3HaBaHve
VAEHTUDUKALIMOHHON MH(MOPMaLMK U KOHTPOIb
NPUJIOXKEHUN, @ TaKXKE MEXCETEBOMN 3KPaH,
(1KCHpytoLWMIA JaHHbIe O MOCTyMatoLwmMX 3anpocax,
YTO6bI rapaHTMpPOBaTb NPOXOXKAEHWE TOIbKO TaKoro
Tpacuka 1 TeX NPUMNOXKEHUI, KOTOPbIE Bbl XOTUTE
NponycTUTb B CBOIO CETb

Maketr Next Generation

Secure Web Gateway
YunTbiBasi TEHAEHUMIO Nepexoaa
OT NPOCTON unbTpaLmm
URL-azipecoB k BCeo6beMoLLEl
3almMTe OT BPEAOHOCHbIX
nporpamM, Check Point Next Generation Secure
Web Gateway obecneumBaeT MHTYUTUBHOE
peLueHne, KOTopoe Mo3BosIsSiET 6e3onacHo
ncrnonb3osBaTtb Web 2.0 ¢ MHOroypoBHEBOW 3alUMTOM
oT BpeaoHocHoro MO u3 VHTepHeTa B pexume
peanbHOro BpeEMeHU, caMblii 60/1bLION B OTPac/Iu
OXBaT KOHTPOIMPYEMbIX MPUNIOXEHUA, HarnsiaHoe
LIEHTPann30BaHHOE yrpaB/ieHNe U HEOTbEM/IEMBIN
(byHKLMOHaN 06yYeHUs Nonb3oBaTENEN.

Maketr Next Generation

Threat Prevention
Yrpo3bl opraHunsaumm 6onblue
He MCMOosb3YyTCS B KaKoM-

TO OAHOM BuAe. Yalle yem
Korga-nnbo cranu BCTpeyaTbCs
MHOrOBEKTOPHbIE aTaku, U Ansi
3alUMTbl KOMMAHWUI OT 3TUX aTak HEOHXOAWMBI
pasnuyHble TexHonoruu. [JomkHa 6biTb BBEAEHA

B AEWCTBME CTpaTerns npeaynpexacHus
MHOIOYPOBHEBbIX YrpO3 A/ 3aLUMTbl OT KaXKAoro
BekTopa yrpo3bl. Check Point o6beanHsieT atn
pasnuyHble TexHonormum B naket Next Generation
Threat Prevention, 3awmiiatowmii ot 60ToB,
nepexearta MHbopMaLMK, YS3BUMOCTEN, (DULLIMHTa,
BpeaoHocHoro MO u cnama.

Maketr Next Generation

Data Protection

PelueHns no 3awmte AaHHbIX
[O/MKHbI 0XBaTbIBaTb BCE CTOPOHbI
3aLUMTbl KOHTEHTA OT MoMafaHus
B YyXwue pyku. Jo/mkHbl 6bITb
MCMOJb30BaHbl pa3nyHble
TEXHOMIOMNM, TaKMe Kak NpeaoTBpaLleHre noTepu
faHHbIX (DLP), cuctema npegoTBpalleHunst
BTOPXKEHUI (IPS) M KOHTPOSIb MPUIOXKEHNH,

YTObbI FAaPaHTMPOBaTb, YTO «3aneyvaTaHbl» BCe
HanpaBeHWsI NOTEHLMANBHON YTEYKMU AAHHBIX.
Check Point 06beAMHSET 3TV TEXHONIOMMM B rOTOBOE
peLleHve AN 3aliuTbl OT HernpeaHaMepeHHOW YTeUKM
KOH(UAEHUMANbHBIX AaHHbIX OpraHW3auuu.




KAK PA3SBOPAYMBAKOTCSA NMPOIrPAMMHDBIE BJTIENAbl CHECK POINT?

MporpaMMHble 6n1eiabl MOXXHO pa3BepHYTb Ha ycTpolictBax Check Point 1 oTKpbITbIX cepBepax. HoBble MporpaMMHble
611enabl MOXHO SIerko A06aBSTh Ha CYLLECTBYIOLLEN annapaTHOW NiaTdopMe, MPOCTO aKTUBUPYS UX
(bYHKLIMOHANBHOCTb B LIEHTPaNM30BaHHOM M YO06HOW B MCMOMb30BAHUM KOHCO/M yrpaBneHus Check Point. Het
HeobX0AMMOCTY B MCMOJb30BaHUM AOMNONHUTENILHOrO 060pYA0BaHMsl, MPOrpaMMHOro 0becrneyeHusl Unu ApaiBepoB. 3TO
MO3BOJISIET OpraHM3aLmsM AMHAMUYECKU pa3BOpaYMBaTh 3alLmUTy — Mo Mepe HE0BXOAMMOCTYN — SKOHOMS CPEACTBA NpU
pa3BepTbIBAHNM.

Network Securty (14) | Management (0) .

Firewall Application Control Firewall
[V IPSec VPN VI URL Filtering World’s most proven firewall solution
| Policy Server Data Loss Prevention that can examine hundreds of
g Mobile Access | Threat Emplation 25?1;??:.:2?0?? Solocels s serviee
@11PS Advanced Networking
(V] Anti-Bot 0
V] AntiVirus é '
(V] Anti-Spam &
Email Security V| QoS
[V] Identity Awareness
E/] Monitoring More Blades
More Info TS

UHopmayuoHHas nanenv wnto3za 6ezonacHocmu Check Point
MpoepammHuiti 651elio Firewall ece2z0a akmusuposaH




3allMTITE CBOIO CETH OT YTPO3 METOLOM
MHOTOYPOBHEBOW 3aLLMThI.

BbIBEPUTE LLIJTHO3, KOTOPbIA MOXET PACTU BMECTE C BALLIMM BU3HECOM

MporpammMmHbii 6neiig Check Point Firewall co3naH Ha 0cCHOBE OTMEYEHHOM Harpaaamu TEXHONOMMK, KOTopast
Brnepeble bbina npeanoxeHa B pewenun Check Point FireWall-1 ans obecneyenns Havbonee MOLWHOMO YPOBHS B OTpacin
ANS Wito3a 6e30MacHOCTU M pacro3HaBaHWs MAEHTUHOUKALMOHHON MHbOPMaLMK. MEXCETEBLIM 3KpaHaM KOMMaHWUM
Check Point goBepsitoT Ha 100% koMnaHui u3 cnucka Fortune 100. OHM pa3BepHyThl 6onee Yem y 170 000 KAMEHTOB,
NPOAEMOHCTPUPOBANN CBOE NMNAEPCTBO B OTPAC/IN M MPOAO/DKAIOT Pa3BMBaTbCA C MOMEHTA BbIXOAA Ha PbIHOK NPOAYKTa
FireWall-1 B 1994 roay.

MporpamMmHbiii 6neiig Check Point VPN IPsec obecrieumBaeT 6e3onacHoe NoAaKIYeHne K KOprnopaTMBHbLIM CETSM
[N1S1 yAaneHHbIX ¥ MOBUIIbHBIX Monb3oBaTenen, GuUananoB 1 AenoBbIX NapTHEPOB. MporpaMMHbIl 6neiis o6beauHaeT
CpeAcTBa ynpaBneHust AOCTYNOM, ayTeHTUMUKaLMK U LWindpoBaHus Ansa obecneveHns 6€30mMacHOCTH CETEBbIX
COeAMHEHU B CETU VIHTEpHET.

MNMporpammubii 6neip Check Point Mobile Access obecrneuvBaeT NpocTol U 6e30MacHbIN yaaneHHbI AoCTyn

K KOPropaTWBHbLIM NPUIOXEHUAM Yepe3 VIHTEPHET, C MOMOLLbLI0 CMapTdOHOB, MIAHLWETOB U HOYTOYKOB. PelueHne
obecrieunBaeT yaaneHHbln aoctyn Yeped SSL VPN KOprnopaTMBHOMO YPOBHS As NPOCTOro, 6e30macHoro v HaaexHoro
MOAK/TIOYEHNS K SNIEKTPOHHOW MOYTe, KaneHaapsiM, KOHTaKTaM M KOPriopaTUBHbLIM MPUIOXKEHNUSIM.

MNMporpammubin 6neip Check Point Intrusion Prevention System (IPS) couetaeT nmaupyoLLyto B 0Tpaciu
3awmTy IPS ¢ pekopAHO NPOU3BOAMTENBHOCTLIO MO 60/1ee HM3KOW LIEHE, YEM TPaAULIMOHHbLIE, aBTOHOMHbIE

pewenus IPS. MporpaMMHbIi 6neig IPS obecneymBaeT MosiHoe U NPOaKTUBHOE NpeaoTBpalleHne BTOPXKEHUIN — BCe
NnpenMyLLecTBa pa3BepTbiBaHNA U YNPaBEHNS €AMHOrO U PaCLUMPSEMOr0 MEXCETEBOr0 3KpaHa CeAyHoLero NoKONEHS.

Mporpammubin 6neip Check Point Application Control o6ecneuvBaeT Hanbonee MOLUHbIE B OTPac/v 3aLUmUTy
MPUSIOKEHWUIN U KOHTPOJb MAEHTUMMKALMOHHBIX AaHHbIX AJ1s OpraHM3auui noboro pasmepa. 310 NO3BONSET
IT-cneumanucTam ¢ NerkocTbio Co34aBaTh AETaM3MPOBAHHbIE MOMIMTUKM Ha OCHOBE MOJib30BaTeNeNn v rpynm,
onpenensitb, 6NI0KMPOBaTb UM OrpaHMuMBaTh MCMonb3oBaHve Gonee 240000 npunoxeHuii Web 2.0 1 BUAXETOB.

MNMporpammHbii 6neip Check Point Identity Awareness ob6ecneunBaeT AeTaslbHOE OTCIEXMBAHME NONb30BaTENEN,
rpynn 1 KOMMblOTEPOB, obecrneynBasi HENPEB30OWAEHHbIN KOHTPOJIb MPUIOXKEHUIN U KOHTPOJb AOCTYMa NyTEM CO3AaHMS
TOYHBIX MOSIMTUK Ha OCHOBE MAeHTUdMKaLUuK. LieHTpann3oBaHHOE ynpaBneHne v MOHUTOPUHT MO3BOJSET YNPaBNsaTb
NOSIUTUKAMU U3 €ANHOW, YHUDULIMPOBAHHOM KOHCON.

MNMporpamMmHbiii 6neiig Check Point DLP coueTaeT B cebe TEXHOMOMMU 1 NMPOLECChI, YTOObI PEKOHCTPYMPOBAThL
cucTeMy npefoTBpalleHns notepu AaHHbix (DLP), momMorasi KoMnaHWsiM NOCTPOUTL YNPEXAAIOLWYI0 3aLUuTy
KOHMMAEHUMANBbHON MHGOPMaLMKN OT HeNpeaHaMEPEHHBIX NMOTePb, 0byyas Mosnb3oBaTenel NouTKaM obpalleHns

C AQHHBIMU M PacLUMpsist UX BO3MOXXHOCTM MO MPEOAONEHUIO MOCNEACTBUIA MHUMAEHTOB, BCE 3TO B PEXWUME peasibHoOro
BPEMEHM.

MNMporpammubii 6neip Check Point URL Filtering nHterpupyetcs ¢ Application Control, npeaoctasnsisi BO3MOXXHOCTM
YHUDULMPOBAHHOMO NMPUMEHEHNS MOMUTUK U YNpaBfieHusl BceMu acnekTamm Beb-6esonacHocTu. URL Filtering
obecneynBaeT MosHOCTbIO MHTErPUPOBaHHYIO B L3 ONTMMU3MPOBaHHYO BE6-6€30MacHOCTb, MpeaoTBpaLlas
BO3MOXHOCTb 06x04a Yepe3 BHeLIHWE NPOKCU-CEPBEPLI; MHTErpaLMio ucnonb3oBaHus noantuk ¢ Application Control ans
abcontoTHOM 3awwmiieHHocT Web n Web 2.0; 1 UserCheck, paclumpstowmii BO3MOXHOCTM U 06y4aloLmnii monb3oBaTenei
NOSIMTUKE MCNOMb30BaHNsA VIHTEPHET B pexxMMe peanbHOro BPEMEHMW.

MporpamMMmHbiii 6neiig Check Point Anti-Bot 06Hapy>1BaeT MalluHbl, MHhULMPOBaHHbIe 60TaMu, NpeaoTBpallaeT
NMOBPEXAEHWSI, HAHOCMMblE BoTaMu NyTeM 610KMPOBaHKS CBSI3M BOTOB C cepBepaMu YNpaBMEHWs], @ TakXKe NMOCTOSHHO
o6HoBnsieTca n3 ThreatCloud™, nepBoit COBMECTHOW ceTu anst 60pbbbl C KMGEPNPECTYMHOCTbIO.




MPOrPAMMHBIE BAIENABI LLTFO3A (MPOAO/IKEHWE)

Bnenpa Check Point Threat Emulation npegotspallaer atakv Hyn1eBOro AHS U HEUCCNEAOBaHHbIE Yrpo3bl.
TexHonorus 3alMLAET OT YSI3BUMOCTEW U BPEAOHOCHbIX Pa3HOBMAHOCTEN BIOXXEHWUI SMEKTPOHHOW MOYTbI U 3arpysku
alinoB, BpeaoHOCHasi akTUBHOCTb 06HaPYXXMBAETCS MyTEM MCMOMb30BaHUsl COBPEMEHHbIX METOAVK aHanun3a noBeaeHust
Yrpo3 B BUPTYasbHbIX Cpefax.

YcoBepLUeHCTBOBaHHbIV nMporpaMMHbIi 6neig Check Point Antivirus 3agepxuvBaeT nocTynatoLwme BpeAoHOCHbIe
ainbl. Vicmonb3ys B peXvMe peanbHOro BpPEMEHU BUPYCHbIE CUrHATYPbl ¥ OCHOBAHHYIO Ha aHOManusIX 3aLuuTy

oT ThreatCloud™, nepBoi coBMeCTHoW ceTv Ans 60pbbbl C KM6EPNPECTYMHOCTLIO, NMPOrPpaMMHbIN 6nieiia Antivirus
obHapyxuBaeT v 6noknpyeT BpeaoHocHoe MO Ha wwto3e, Npexae YeM NocTpaaaeT Mosb30BaTesb.

MporpammHblii 6nein Check Point Anti-Spam and Email Security obecneuvBaeT KOMMneKcHyto 3almTy
MHPPaCTPYKTypbl 06MeHa CoobLLEHNSIMU OpraHW3aLmMm. MHOrOMEpHbIV MOAXOA 3aLUMLLAET MOYTOBYIO MHMPACTPYKTYpY,
o6ecrneynBaeT BbICOKYI TOYHOCTb 3alUMThbI OT CMaMa, W 3alUMLLAeT OpraHM3aLuii OT LMPOKOro CreKTpa BUPYCOB

1 BPeAOHOCHbIX MPOrpamMM AOCTaB/ISIEMbIX MOCPEACTBOM 3NIEKTPOHHOM MOYThI. [0CTOSIHHOE 06HOB/IEHWE FrapaHTUpYET,
YTO BCE Yrpo3bl MEPEXBATLIBAIOTCA A0 TOrO Kak CMOryT PacrnpoCTPaHUTLCS.

MNMporpammubii 6neip Check Point Advanced Networking and Clustering ynpoLuaeT pa3sepTbiBaHue

CeTeBoM 6€30MacHOCTU M CPEACTB YMNPAB/IEHUS B CJIOXKHBIX U MHTEHCUBHO MCMOMb3YEMbIX CETSX, MPU MaKCMMasibHOM
NpOU3BOAMTENBLHOCTM U 6E30MacHOCTU CETU B MyNIbTUIMrabuTHbIX cpefax. ITOT 6nelis NpeacTaBnsieT coboin coyeTaHue
nporpamMMHbIx 6neiigos Check Point Acceleration and Clustering n Advanced Networking, koTopble MaganbHO NMoaxoasT
NS pexxuMa paboTbl MPEANPUATUIA BbICOKOTO YPOBHSI U LIEHTPOB 06paboTKM AaHHbIX, A€ NPOVM3BOANUTENBHOCTb U
[OCTYMHOCTb SIBASIOTCA KPUTUYECKW BaXKHbIMU 3/1IEMEHTAMM.




MPOrPAMMHBIE B/IEWABI YTPAB/IEHUS

MNMporpammHbiii 6neiig Check Point Network Policy Management obecneuviBaeT KOMNIEKCHOE, LIEHTpann30BaHHoe
ynpaB/iEHWE MOMUTUKAMM CETEBOV HE30MacHOCTM ANS LWO30B M MPorpaMMHbIX 6neiinos Check Point yepes
SmartDashboard — eanHyto, yHUbULMPOBaHHYIO KOHCO/b, 06ecneymBatoLLyto KOHTPOsb Haj CaMbIMU CIOXHbBIMU
pa3BepTbIBAHNSAMN CMCTEMbI 6€30MacHOCTY.

MporpammHblii 6neip Check Point Endpoint Policy Management ynpouaeT ynpaeneHvie 6€30nacHOCTbIO
KOHEYHbIX TOYEK MyTeM 06beAMHEHNS BCEX BO3MOXHOCTEN 3aLUmThl KOHEYHBIX Tovek Anst PC u Mac B eAMHOW KOHCONM.
MOHWTOPWHT, ynpaeneHve, obyyeHne n peannsaumst NOAUTUKKX, OT NEPBOro B3rNsAa Ha MHMOPMALIMOHHYIO NaHesb

[0 AeTasnbHOro MpOCMOTPa B pa3pese MoJsib30BaTeNen U MalluuH, U BCE 3TO C MOMOLLbIO HECKOJBbKUX LUEMYKOB MbILLM.

KoMniekT nporpaMMHbIx 6neligoB SmartEvent n SmartReporter - BceobbeMsioLLee peLleHne MHhoPMaLMOHHOM
6e30MacHoCTU 1 ynpasneHus cobbituamu (SIEM). MporpaMmHbii 6neiig Check Point SmartEvent — eavHoe
pelleHve, obbeaHsioLlee yrpaBneHne U aHanms cobbiTil 6e30MacHOCTH, B PEXMME peanbHOro BpeMeH!
obecreumBatoLLee NosiesHoM MHbopMaLMei No ynpaBneHuio yrpo3amu. Mpy NoMoLLmM eamHor KOHCOM aAMUHUCTPATOPI
MOryT 6bICTPO OMpeAensTb BaXKHbIe COBbITUS 6E30MacHOCTY, OCTaHAB/IMBATL Yrpo3bl HEMOCPEACTBEHHO C 3KpaHa COBbITUNA,
YCUAMBATb 3aLUMTY Ha NeETy Ans yCTpaHeHusi atak. MNporpamMmHbii 6neria Check Point SmartReporter noBbiwaeT BUAMMOCTb
yrpo3 6€30MacHOCTM, KOHLIEHTPUPYS OTYETHOCTb CETEBON 6E30MACHOCTU O CETEBOM aKTUBHOCTU U AESATENBLHOCTY
ronb3oBaTeNen B BUAE KPaTKMX NPeaonpeaeneHHbIX UM CaMOCTOSTENBHO CKOHMUIYPUPOBAHHbLIX OTHYETOB.

Mporpammubii 6neia Check Point Logging and Status npeo6pasyeTt aaHHble B MHDOPMaLMo Mo 06ecreyeHunio
6e30MacHOCTM € MOMOLLb SmartLog - nepefoBoro aHanM3aTopa XXYpHanoB COObITUI, KOTOPbIA B AOMM CEKYHAbI
NpefoCTaBNseT pe3ynbTaT noucka, obecrneumBas 0630p B peasbHOM BPEMEHW MUIIIMAPZAOB 3amnucen XypHana

Mo HECKOJIbKUM MeproaaM BPEMEHU U MHOXECTBY AOMEHOB.

MNMporpammubin 6neia Check Point Compliance obecneunBaeT KOMNIEKCHbIE U MOMHOCTbIO aBTOMATU3MPOBAHHbIE
peLleHuns no obecrieveHnto 6e30MacHOCTM U KOHTPONS 3a cobntofeHneM TpeboBaHui. MporpamMmHbIi 6neiip Compliance
MO3BOJISIET OCYLLUECTB/ISATb HENPEPbIBHBIA MOHUTOPWHT, YCUNMBAET cobntofeHne TpeboBaHUi, NOAAEPXKUBAET MOUTUKY
6e30MacHOCTY, @ Takxke CHUXaeT BpeMs ayauTa 1 3aTpathl.

MporpammHbiii 6neip Check Point SmartWorkflow o6ecneuvBaeT nnaBHblii 1 aBTOMaTU3MPOBAHHbIV NMPOLIECC
yNpaB/ieHNs U3MEHEHUAMM MOAUTUKM, NOMOras aAMUHUCTPATOPaM CHU3WUTb KOMYECTBO OLWIMBOK U MOBBICUTL YPOBEHb
cooTBeTcTBUA. ObecneyeHve popManbHOro npoLlecca ANl peAakTMpoBaHUs, PELIEH3MPOBaHWS, YTBEPXKAEHUS U ayauTa
U3MEHEHWI MONIUTUKM C AVMHOWM KOHCOMM, AN OAHO3HAYHOrO, BCEOOBEMIIIOLLErO YNPaBIEHNs XU3HEHHBIM LIMKIIOM
NONTYK.

Mporpammubii 6neia Check Point SmartProvisioning obecneunBaeT LEHTpann3oBaHHOE aAMUHUCTPUPOBAHME

1 noaaepxaHue pabotocrnocobHocTn yctpoicTB Check Point. Mcnonb3yst npochuan, aaMUHUCTPATOPbI C MOMOLLbIO
€AVHOV KOHCOMM ynpaBneHns 6e30MacHOCTbI0 MOryT aBTOMATU3MPOBATh KOHMUIYPUPOBAHWE YCTPOMUCTB U NIErKO
pa3BopauMBaTb M3MEHEHWS] HACTPOEK Ha HECKOJbKO Ha COTHM U ThICAYM TEPPUTOPUANbHO pacnpeaeneHHbIX YCTPOMCTB.

MNMporpammubin 6neia Check Point Monitoring npeactaBnsieT NofHyO KapTUHY CETU M MPOU3BOAUTENBHOCTb
3aLUmThI, NMO3BOJISS BbICTPO pearMpoBaTh Ha U3MEHEHWs XapakTepa Tpaduka unu cobbiTuin 6e30nacHoCTy. MporpamMMHbIN
6neiis LeHTpann3oBaHHO KOHTponupyet ycTpoiictBa Check Point 1 onoBelyaeT o Npou3oLLeawmnx U3MeHEHNsIX Ha
LUM03aX, KOHEYHbIX TOYKaX, B TYHHENsX, Y YAaNeHHbIX NMOb30BaTeNeN 1 B AENCTBUSAX, CBS3AHHbLIX C 6€30MacHOCTbIO.

MNMporpammubin 6neipa Check Point Management Portal no3sonsier npeaoctaBuTb AOCTYN ANS YNpaBiaeHus
6e30MacHOCTbI0 Yepe3 6pay3ep AJisi BHELUHMX MOMb30BaTENEeNn, TakMX Kak BCMOMOraTesbHbIVi NMepCcoHas v ayauTops,
MpW COXpaHeHUN LIEHTPaN30BaHHOMO YNpaBaeHNs MONUTUKON NpUHYxaeHus. O63op nonuTtrky 6GesonacHocTy,
cocTosiHns Bcex npoayktoB Check Point n aesTenbHOCTM aagMUHWUCTPATOpPa, @ TakXkKe pefakTUpOBaHWe, Co3haHue

U U3MEHEHUE BHYTPEHHUX MOMb30BaTeNel.

MporpammMmHbiii 6neiig Check Point User Directory ucnonb3syer cepsepbl LDAP ans nonyyeHus
NAEHTUMUKALMOHHBIX AaHHbIX M MH(OPMaLMKU OTHOCALLENCS K 6€30MacHOCTY O CETEBbIX MOJIb30BATENSX, YCTPAHEHNM
PUCKOB, CBSI3aHHbIX C Py4HO/ 06paboTKOM M CUHXPOHMU3ALMEN U3BLITOUHBIX AQHHbBIX, M MO3BOMSIET LIEHTPASIM30BaHHO
yNpaBnsTh NONb30BaTENSIMU BCEMO NPEANPUSTHSI.




MPOrPAMMHBIE BJTENbI KOHEYHbBIX TOYEK

Mporpammubiii 6neiig Check Point Firewall & Compliance Check 3alimiiaeT KoHeUYHbIE TOUYKM, KOHTPONMPYS
BXOASLUMI N Ucxoaawmin Tpacbuk 1 obecreunBasi COOTBETCTBUE MOSIUTUKAM, C LIEHTPaM30BaHHbIM YrpaBneHUeM

13 €AMHON KOHCOMN. 3aZlaHHble 30Hbl M YPOBHM 6E30MaCcHOCTM 3aLUMLLAIT CUCTEMbI KOHEUHbIX TOUYEK OT
HeCaHKLMOHMPOBAHHOIO AOCTYMa. MIHTerpupoBaHHble stealth-TeXHOMorMM CKpbITUS AENAT KOHEYHbIE TOYKM
HEBUAMMBIMU AN1S B3/IOMLUMKOB. MporpamMMHbIii 61eia Nerko ynpasniseTcs ¢ NMoMoLLbio YHUPULMPOBAHHOMO YNpaBaeHus
6€30MacHOCTbI0 KOHEYHBIX TOYEK.

MporpammHbii 6neia Check Point Full Disk Encryption obecneunBaeT aBToMaTMUECKYHO 3aLlLUTy BCEN
MHGOPMALIMM Ha dXECTKUX AMCKAX KOHEYHbIX TOYEK, BKIIHOUAsi MOJb30BaTeNbCkMe AaHHble, daiifibl onepaLmMoHHOM
CUCTEMbI, BpEMEHHbIE U CTepTble dainbl. [t obecneyeHnst MakcuManbHOM 3aluThbl AaHHbIX, MHOrOaKTopHast
npoBepKa NOANMHHOCTY Nepes 3arpy3Kkoi obecneynBaeT MAEHTUYHOCTb MOMb30BaTeNs, B TO BpeMs Kak LundpoBaHue
npeaoTBpaLLaeT noTepto AaHHbIX NMPU BOPOBCTBE.

[ns MakcuMarbHOM 3aliuThl AaHHbIX, MPOrpaMMHbIii 6neiig Check Point Media Encryption o6ecneuvBaert
LieHTpan130BaHHOe MpUHYAWUTENbHOE LMPOBaHNE CbeMHbBIX HoCUTenel, Takmx kak USB hisLl-HaKkonuTenu, XecTkue
[VCKW ANsi pe3epBHOr0 KOMUPOBaHMUSI, KOMMaKT-AUcku U DVD-ancku. KOHTpOosb MOPTOB MO3BOJISIET YNPaBAsTh BCEMU
ropTamy KOHEYHOM TOUKM, @ TaKKe OCYLLECTBISIET LIEHTPaNM30BaHHOE NPOTOKONMPOBaHUE aKTMBHOCTM MOPTOB AJist
ayauTa v COOTBETCTBUS.

Mporpammubiii 6neig Check Point Remote Access VPN npefocTaBnseT nonb3oBatensM 6e30nacHbIin,
6ecnepeboHbI AOCTYN K CETU U KOPNOpPaTMBHOM pecypcaM BO BPeMsl MyTELLECTBUS UK YAaneHHOW paboTh.
KoHdbuaeHUManbHOCTb U LENOCTHOCTb KOHMMAEHUMANbHOW MHbOpMaLmMm obecneyumBaeTcst 3a CHET MHOroaKTOpHOW
ayTeHTUbUKALMKN, CKaHUPOBaHNE CUCTEMbI KOHEYHOM TOYKM Ha COOTBETCTBME U LIM(POBaHME BCEX NEpeaaBaeMblX
[aHHBbIX.

MporpamMmHbii 6neia Check Point Anti-Malware & Program Control 3a oaHO ckaHupoBaHue 3 hekTUBHO
06Hapy>X1BaeT v yaansieT BpeAOHOCHbIE MPOrpaMMbl C KOHEYHbIX Touek. NaeHTuduumpyeT BUpYyChl, LWnnoHckoe MO,
KJlaBUaTypHble LUIMUOHBI, TPOSIHbI M PYTKWUTbI, UCMONb3Ysl CUrHATYPbl, MOBeAeHYeckUe H6/I0KMPaToOpbl M 3BPUCTUYECKMIA
aHanus. MporpamMma yrpaB/ieHusi MO3BOMSIET TOMLKO YTBEPXAEHHbIE MPOrpamMMmbl A1t paboTbl HA KOHEYHOM TOUKE.
lMporpaMMHbIii 61eis Nerko ynpaBsieTcsi C MOMOLLbIO €4MHOTO YHUMULIMPOBAHHOO yrpaBneHneM 6e30nacHOCTbI0
KOHEYHbIX TOYEK.

U,eHTpaJ'I M30BaAHHOE YTPaBNEHNE, KOMITTIEKCHAA
3dWMTa KOHEYHbIX TOYEK C MOBbIWEHWEM OllblTa
KOHEeYHbIX MOMb30BaTenel
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